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• Industry 4.0 definition

• Digital Overview and Opportunities

• Regulatory overview - Hazardous Location 101 / refresher

• Challenges

The Digital Transformation of Oil & Gas & HazLoc Risk



So what is Industry 4.0?



STEPs Digital Bingo

IOT

IIOT

Edge

Internet of Things

Industrial
Internet of Things Devices at the Plant Level

Cloud

Someone else's computer

Fog

Taking the Cloud to the Edge

Digital Twin

Digital replica of a 
physical asset

Predictive 
Analytics

Machine Learning
AutoML

XaaS
(SaaS)

A subscribed service rather than bought 
(As A Service)

Software, Infrastructure, 

Big 
Data

Big Data

UX/UI

User Experience
User Interface

Protocols

RFID, WiFi, BT, 5G, ZigBee
NFC, LoRAWAN, Sigfox

Statistical analysis of new and 
Historical Data to forecast activity, 

behaviors and trends

Machine learning is an application of 
AI systems to automatically learn 
& improve from experience w/o 

being explicitly programmed



Why do we need to 
Transform?

Repeatable, Reliable and Accurate work

Create Augmented Operatives – Empowered to take on more work –

More Time on Tools – Less fatigue due to Staff optimization

Risk Management & Insurance

Utilization of key SME’s leveraging a staff base with a new culture for work



Some industry figures….

In the US – there will be a downward 
shift of 11% in the 90Bn Skilled Staff 

between 2016 and 2030.
This equal 17.2Bn less hours of skill 
horsepower available - that’s 9MM 

people

The Technological, Engineering and 
People Skills sectors will rise by 20MM 

jobs

If the estimated 9MM from skilled jump to this 
sector…..

….It leaves 11MM extra Technology jobs 
…to fill in 11 years

This is all fixable – but its not recruitment..



A new type of ‘Expert’

In the past - expertise was based on unconscious competency...

‘She could do that job with her eyes closed’

With the ‘great crew change’ .. these competencies cannot be built because the people/coaches have retired

With mixed reality and some core skills... conscious competency wins... tasks will be executed with perfect repeatability... as 

close to being a human robot as you would want.. 

This is not a bad thing because with the that one person becomes empowered

Think about Automated Procedures and Workflows – Tracked, Auditable in real time remotely – only available to those with 

proven competencies. One SME for 1000’s of staff

Also – think of the benefits of training national staff internationally – visually – or simply translated in the local dialect



So - We have a lot of new people, people from different technical backgrounds, and a lot of new equipment.

Risks in our industry may be new or different to the incoming resources.

There is a Tsunami of technology coming – a lot of the equipment will not be appropriately tested and certified for the 
appropriate location.

‘They don’t know what they don’t know’

The current legacy suppliers to industry are using this gap to relax diligence toward Testing and Certification.

Plausible deniability – ‘The end user didn’t specify it – so it doesn’t need to happen’ 

Increasing Risk…



Example – HazLoc Risk Based Inspection

100% Digital RRA 
Detailed & 
Prescriptive 
Validation 

EPCM Stage
F.A.T. Stage

100% RRA In Situ 
Simplified & 
Prescriptive 
Inspection

Commissioning 
Stages
S.A.T. Stage

RRA – Repeatable, Reliable and Accurate

RRA Periodic 
Simplified & 
Prescriptive 
Inspection

Reliability & 
Maintenance Stage

AI

ML The ‘A’ in 
AML

+/- 3/4/10 Years on the 
Periodic Inspection 

Safely and Confidently

Product Data Product Intelligence

+ Project Data

1 2 3

4



Example – Augmented Fault Finding



Example – Augmented Operations
and Safety



HazLoc Basics

‘Ignition Source Management’



A Pemex-operated platform caught fire 
in the Gulf of Mexico on February 7, 

2016 killing 4 and injuring 16

Ignition source management is still a major source of property and 
casualty loss – and a focus of the Offshore communities
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Hazardous locations

Potentially Hazardous Locations are dangerous places to work



Getting worse?…..



DWH April 2010



DWH April 2010



DWH April 2010



DWH April 2010



Industry has 3 considerations relating 
to compliance:
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Area Classification Drawing



THE GLOBAL PRODUCT CERTIFICATION MARKETPLACE 
IS VOLATILE



?????
??

THE GLOBAL PRODUCT CERTIFICATION MARKETPLACE 
IS VOLATILE



EUROPEAN UNION

ATEX and CE Marking will not go away in our careers….

….If you are shipping to Europe – it needs a CE mark

…..if it is going into a hazardous location in Europe – it needs an ATEX mark

• Also, other countries like ATEX, so don’t be surprised if you get a request 
for ATEX outside of Europe.

• Any third party certification has be done by a Notified Body…..
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ATEX – NON ELECTRICAL (LEGAL)
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ATEX MECHANICAL CERTIFICATION
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CE MARKING – LEGAL REQUIREMENT

If a manufacturer falsely CE marks a 
product or fails to CE mark a product for 

which it is required, the maximum penalty is 
three months in jail and a £5,000 fine for 

the director of the offending company.
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North America Art. 500
(c UL us) ATEX IECEx 

Can other Schemes be 
used for Certification

Yes; A valid IECEx report can be 
used along with US/CAN deviations 

to obtain a Listing

Yes; A valid IECEx report can be 
used along with EN deviations to 

obtain a Type Certificate

Limited acceptance of other 
scheme’s test data

THERE ARE SYNERGIES IN THE REQUIRMENTS

The North American mainland is pretty 
straightforward

• Labels and Stickers or…

• Approval from an AHJ – Authority Having 
Jurisdiction

• Usually installed by electrical craft not 
focused on packages or systems



If certified:

• NRTL / certification agency mark

• Typically a traceability marking (e.g. file or certificate number)

• Typically a product identity (e.g. “Tank Monitoring Equipment for Use in Hazardous 
Locations”)

Warning markings

Reference to manual, control drawing, etc. as applicable

Ambient temperature range

• if other than -25°C to +40°C (per the NEC)

Slide 30

Interpreting the Markings – Divisions 



Certificate of Conformity 

• Complete equipment

• May cover a series

• May contain Special Conditions of Safe Use

Certificate of Component

• Incomplete equipment

• May cover a series

• Will include a Schedule of Limitations or Conditions of Component

Slide 31

Types of International Certificates



HAZARDOUS AREA CLASSIFICATION

Customer   - “ Please provide a product for IECEx and ATEX Zone 1 plus Class 1 Div 1 “

You can’t!! 

There are four elements to product specifications..

1 - Likelihood of the gas been present – that’s

2 – The Gas and/or Dust Group of the hazardous area of installation (IIA, IIB, IIC, IIIA, IIB, IIIC)

3 - The Ignition Temperature of the hazardous gas – The temperature or T class (T1 – T6)

4 – The ambient temperature of the location to be used (Standard cert is -20oC to +40oC) 

32



EQUIPMENT PROTECTION LEVELS - IECEX
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Zone IEC Class ATEX Category IEC EPL

0 II 1G Ga

1 II 2G Gb

2 II 3G Gc

20 III 1D Da

21 III 2D Db

22 III 3D Dc

I M1, M2 Ma, Mb



THE UNICORNS PROBLEM

Testing and Certification for Class and Division can be different from 
Class and Zone…

Also - Div 1 is comparative with Zone 0 – You can buy a Div 1 squirrel cage 
motor but not a Zone 0 one.

Subtle differences trip cause some pitfalls in achieving the unicorn…

Selecting the right components at the front end design and ideation phase is 
key

… a subtle change in a PCB design may miss a compliance opportunity…

(ref: IEC 60079-11 Ex ‘i’ from IEC 60079-15 Ex ‘nL’)
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HazLoc Technical compliance 
requirements differ internationally

…so if you were developing a ‘global’ 
product

… what compliance model would you choose?



US Offshore Regulatory Frameworks

• Two groups talk about collaboration on regulations but the output is still not fully 
aligned.

• The USCG has released regulatory information regarding IECEx

• BSEE are working on their strategy



But   - the USCG opened up the minds of the regulators

The USCG recognizes that equipment certified under the ATEX scheme could 
have been through third party approvals

BUT, the supporting document to their new regulation says:

The Coast Guard.. Will not accept ATEX certification because evidence of full 
testing to the applicable harmonized 60079 series of standards by a third-party 
laboratory is not guaranteed



Now in force

April 2nd 2018



Anything missed?

• US based compliance is heavily based 
on PRODUCT compliance

• There was an opportunity to leverage the 
competency requirements of the IECEx 
standards



• So the critical factor comes back to the human’s.

• People who ‘don’t know what they don’t know’ is on the rise

• Hazardous Location compliance is at risk – it is a very specialized subject from electrical design to maintenance.

• There are industry schemes to train to a ’10’ level through to discrete design classes – Online in learning management systems through to 
practical week long classes.

• Training should cover EVERY stakeholder – Sales, Design, QA/QC, Engineering Management, C-suite – otherwise buy in to the extra 
expense is difficult.

• Digital Solutions are available!

People



Diligence is increasing



Example – HazLoc Competency



Are the regulators ready?

• Lieutenants
• Lieutenant Commander
• Commanders
• Civilian Inspectors 
• Technicians

ALWAYS KNOW MORE THAN THE REGULATOR
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